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STATIC ROUTES nav) .3

oYy .3.1
NIPNA PPNN 99000 NP IR Nano GW-5 nwann Static Route-n main
TN, TENNN T39) 109 937 DY 1D 71PN .nva [P maIns \ 0oy095 1900 DIy
-1 9N IMYPNN H95 NN NN T 19N 1IN nwan P Default Gateway
nPNY NN AUR TINVN NMYPNY DORNND IPX T AN v Junns Gateway
NI NINYD 7Y AIWAND TN DY NN NNWPN 37 X NN Firewall »7y nooyon
DNTAN NINID NN YD YTV M) PTHNT TN 10N

MYy Mmbiys 3.2

1. Connect to the Gateway using either Console, ILOM or SSH as the ssgconfig user
account.

2. From the ssgconfig menu, select option 73) Use a privileged shell (root).

3. Create or Update the file setc/sysconfig/static-routes
Syntax
any net <NETWORK> netmask <NETMASK> gw <GATEWAY> <DEV>
any net <HOST-IP> netmask 255.255.255.255 gw <GATEWAY> <DEV>
Example
any net 172.16.0.0 netmask 255.240.0.0 gwW 192.168.0.1 etho
any net 10.0.0.0 netmask 255.0.0.0 ew 192.168.0.1 etho
any net 172.15.42.16 netmask 255.255.255.255 gw 192.168.0.1 eth0

4. Reboot gateway

5. Show routing table:

route -n

MY NN N9 N
MY NN AV 4.1

:N377 7opi 5apnw . Policy Manager-i pwmwns 9anm .1
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193 MYNHNI DINT YSI) YT0O7 NITY D9XIINZ5 ONNII N1PI00 1Y, 001977 79N .2
: Create New Folder-) ,(proditest) 1127790 Ninos 022990 DN 2513 717219077 5Y 299>

Publish SOAP Web Service

Create WSDL

Publish Web API

Publish RESTFul Service Proxy With WADL
Publish Intermal Service

Publish Reverse Web Prexy
Create Log Sink

Create Policy

Folder Properties

o i P NP N
[

DB BEWd

X
'l
;

VTN VTV DF21799 ¥ N1I1907 NINIINP Tt L3

210

TN "2IK

1
ormos —.F-

O EEn

QIUNT & MK FOUn NIVYN oY E
IRIYDIN NOTA 1900 “ n

Slide:
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TIN D277 D239 DN 713 77279077 5Y 29090 NN ST SY PV DN PIR VI 4
: Na771 Topi1 Nno> . Publish Web API 5y nxns) , mpvin

QA Publah Web AP Wizard x

Steps

1. Servace Information
2. Access Cortyol

Enter e rame of the nonSOAP appication you want & publsh

Seveateme: QIWUN) ININ NINV'WN DY

Enter the HTTP URL ot te Catenay thould ormard reguests o

Tarpet LRL:

Complete S Cateway LRL ®ut wll receive service reguests:

Gateway LRL: MG ewpent Bertll QIUND INIX DN'WA 2'N)

Specfy the comrection and rouing informaton for e ron-S0AP acplcaton L]

Neat Fruh Carcel el

STAPAS VI MPYA D L5
: NN NAPI MY 1
Publisher:
/<office_name>/<projectName>/<restisoap>/<serviceName>/v1/*

Consumer:

/consume/<office_name>/<projectName>/<restisoap>/<serviceName>/v1/*
SN N0 MPPTIO MPY .2

Consumer:

/stest/consume/<office_name>/<projectName>/<restisoap>/<serviceName>/v1/+*
:0DLN NADIMPY .3

Publisher:

s<office_name>/<projectName>/<restisoap>/<serviceName>/v1/*

Consumer:

sconsume/<office_name>/<projectName>/<restisoap>/<serviceName>/v1/*
: VDL NIV MPXTAY MY 4

Consumer:

/test/consume/<office_name>/<projectName>/<restlsoap>/<serviceName>/v1/*
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(PUBLISHER) G2G quin m9°Y n94)0 Nav)
712199 71XNT , 735 NI VIN NI ON .77 9T D5 NN92 1202 T¥I , P IIVY NS .1

213 DIV DNY 70 WD ASSertion 1735 5213 INIT DN 195 Nnon »hy

Mo = Vel [ et 00 st (et Sevvan /e [ (vl 11, mTie]| =

] B teer [ vetate Y Pt buicn Y gt e 4G St i L B b (et BT P i s s

e P Dt [ ide B W

1122307 9N Nnox Templates 77229905 V13 .70 PWT 913Y PINTD 1123300 N2 NIV
712092 71XN5 ITNYSINI TPOINT T
NwNs o231 PNV Swagger v2 oy Rest mv 111y Publish Rest

----- v |WFublish Rest [wsdm-notification]

P2 TN NNDI MIPYIT 9199 INNT NG

Home = Publsh Rest [wsdm-notfication] (v14/14, actve) =

o B vantete O ot by O provtiey @ R e Commerts I Hade Agser ton ity

G Seratve [ Pow Dnatied [ Inchuce Bropertes X

2 7 Aust venages m Pokcy

(0 A leaet ore aserton Mt eviate t e

»75 Control + C-),5571 w05 >75 Control + A 1175703, Assertions-i1 TN 5Y YN2)
INYs

2227715 272 Control + V 1752021 799771 55077 TI02 YN5) , DOWN 1IN T PYS 1)
. VPNYAY Assertions-i 52 N PON

INPY NIY TAN 05920 2 X . DOW ) PYiT TN 11293077 SV 0NN VNI 1Y

TIN 777 D23 N D077 W3 TN TIVHAY INPY IV DT, 00799 TIVDIY
71t 290 .SERVICE CONFIGURATION 5v mynn pav, mpwi 12001 o0
719N INNT . DY T W), 071P5Y 712192 713905 YT 5V TI IV DNV D2INUm 5290
: NI71 5N NND TN SY 119195
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€A Context Variable Properties b
Variable Name: IR} D () ata W a 7]
& ox
Pata Type: Message
Content-Type: appbcation/json; charsetsutf-8 w
& ox
Expression:
. NNUNN W
n Savelnebreals as: @ CRIF (QIF (R

& ox

STRING, on o»9vann ninvnn »o X0 DATA TYPE .5.1.1.1
nnnn nvn MESSAGE, DATE/TIME, INTEGER
SNYND NOY OXNNA NINYN

$0ONAN O2I9¥N HNX TV .5.1.1.2

) Comment: ======= SERVICE CONFIGURATION ==assa=
P Comment: Please configure here relevant environment vanables and runtime vanables
P Comment: set the scope patameter in the service properties

* Set Context Variable swagger as Message to: //swagger// :

“ Set Context Variable backend.protocol as String to: //backend.protocol//

* Set Context Variable backend.host as String to: //badkend host// // set the back

* Set Context Variable backend.basePath as String to: //badckend.basePath//

* Set Context Variable stubRespnse as Message to: //stubRespnse// e

QAASS

JSON vpMaa mwn bw sy swagger doc-n — Swagger o

-n MY N2 aMYY oxnna http/https — Backend  protocol e
Mwn nx quin Backend

Mwn quin Backend-n nw nayn> — Backend Host o

.Backend-n mw 5w ©oan 1> — Base Path o

JSONvpPMaa oy nwn  —Stub  Response e
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Accountant General

.SAVE AND ACTIVATE nbynd xn9 .5.1.1.3

nyyan 913y w91n SCOPE-n Sv nnwn 901nY v N adwa .5.1.1.4
NPV DY DN N9 MYNNNI NINT ¥Y¥IY H'nNy .mMPYn
:SERVICE PROPERTIES N

B pblished Service Properties X
General  HTTRFTP
Service Display Name: | TestService
Service 1ID: ffe9aSsad0f260aea 7a7 1b3 5 10504450
Policy GUID: 3714922 1-dB72-4d5d-bb02-3d8e 94726 30C
[] Perform W5-Sequrity processing for this service.
Additional Propesties
Mame Value Add
(%) Enable
() Disable
|_] Enable policy debug tracing

YNy mysnna ADDITIONAL PROPERTY 9 on .5.1.1.5
:ADD by

: B Service Property Editor

mvn ov Ox VALUE nnn ,SCOPE o*vw) Name nnn .5.1.1.6
.OK 27w OK ¥nY)
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(CONSUMER) G2G 798 m9°Y 9130 Nov) .6
712199 71XNT , 735 NN VIN NI ON .77 9T D5 NN92 1202 TXI , P IXVY NS .1

213 DIV DNY 70 WD ASSsertion 1735 5213 INIT DN 195 Nnon »hy

Mo = TS [ Dt 00 et (et Sevvaie /w3 [ v 101, miie]  w

] B oo [ vt Y Py buice Y et buin 4G St i L Y b et BT it i s

e et P Dalied [ e Bt W

112307 8 Nnoy Templates 7727902 W .07 NIY VNP 1IN NP Y .2
712092 71NNS TMWNPONI TPOINS )
CINN TIVDY TIINT 023900 XY MY 113y Consume G2G -3 wpny) .3

2| Consume G2G V3 [wedm-notification]

IPublish Rest [wsdm-notification]

i

[
!Q !Q"\!

P2 TN NNDI MIPW 9199 INNG NG 4

Wome = Publsh Rest [wsdm-notification] (vi4/14, actve) =

o B vaiete © Baon itk O ooty @ R Hde Commerts JE e Asserton tyters

G Senatve [ o Dnabied [ Inchuce Bropertes X

(0 A% leaet ore aserton Mt eviate B e

»15 Control + C-1,99n 299 >75 Control + A nTopN1Y ,Assertions-n TN OY XND) .5
pnyny

7271 >15 Control + V n1oP1n2) 290 5NN TINa ¥NDY ,NOYN IMNX MPYY N .6
pNYNY Assertions-n 99 NN PYN

TMPY NIY TAN ,DIPN MY NI IOW MPYN OX TMIANN DY NONND YD NYS - .7
N 77 07 DX DMIPNN MWL TN TIVHNY NPV 1NIY NYN , 007190 TIVHIY
1t P9n .SERVICE CONFIGURATION 5¥ myaynn yav ,m»win N2> Nna ponn
NYNY INND .ONDY TIVN NPWY ,OMDY NDI9D NXIND Y12 HY TV NRY DNINWN 9910
: NIN NINN NN ,MNWN Yy NDI19D
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€A Context Variable Properties b
Variable Name: R ) 1)) a TR W 019
& ox
Pata Type: Message
Content-Type: appbcation/json; charsetsutf-8 w
& ox
Expression:
. nINYNN Y
n Saveline breaksas: @ CRLF (QJIF (O

& ox

STRING, o5 o»9wann ,mnvnn »o N0 DATA Type  .6.1.1.1
nnnn nvwn MESSAGE, DATE/TIME, INTEGER
LNINYNN MY OXNNA NINYN
nans MY ,(BACKEND HOST) xan 7990 X P9 Ty .6.1.1.2
03909919 IRY MPPYN X yWInY API GATEWAY -n
S99

(;" Comment: meesssss SERVICE COMNFIGURATION PARLANMIE T ETR S i mm 0 0 0 50000500050 0 0 0 0 O O
S Comment: Please configure here relevant SERVICE variables and runtime variables
o/ Set Context Variable backend.host as String to empty

.SAVE AND ACTIVATE nbynb x\on  .6.1.1.3

OTK-32 TOKEN n49s%s *abvw navy .7

https: /<gateway_ip>/oauth/manager : N2)1123 OTK pwpp nnono .1
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Enter Your Username & Password

Username *

Password *

SSM wnnwpa mHannn - .2
vIn Client PO )i Clients-n Toma .3

@ Oduth Manager

C A Notsecure | 10.9.0.10:8443/0auth/manager/clients?state=manageClients&lookupUser=&... ¥ -

@ Ohuth Manager Reading list

A Broadcom
L - Company

technologies

Manage Clients

This is an overview of all registered client applications

Filter search results

Registered By Client Name (app) Organization

| N | | IR

&= Prey Next =

index client_ident name type description organization registered_by created client ¢

-
- 202024 m roanfidantial Vilhat ic tha Ll com N4 n
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REGISTE A NEW CLIENT oy NNy 4

@ OAuth Manager X +
& [&] A Notsecure | 10.9.0.10:8443/0auth/manager/clients?state=register&synchToken=d9e80619-3e37-4f3c-b5f3-34fb7bbeef26

s @ OAuth Manager Reading list

L Company

Register a New Client

Fill out the form to register new client applications

Client Name ‘app_apnggQ office. gov.il-remoteOffice

Organization ‘ remoteCffice

Description ‘What is the app used for?

Registered By ‘ssm

Client Type confidential v | (used with cauth 2.0)

Client Key 16992051-326d-4676-9c98-eb1b5a43fabs

Client Name nTvn AN XD NI oNa .5
: DYPYN NVIYWN 257 TN

DXNNI RIYOVUNN DOUPL — OV MINPOINN OY @
" ITION e
apig2g.<officename>.gov.il — Certificate-a CN-n oy e

n-n NTION e
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Ci0 : NOMTY — PMINN TIwnN nTwNn O-novw .1

- o X
@ Oduth Manager x  + o
<« C A Notsecure | 10.9.0.10:8443/0auth/manager/clients?state=register@synchToken=d9e80619-3e37-4f3c-b53-34fb7bbeef26 K& i
£ Apps @ OAuth Manager Reading list
4

[mag] Master Key O Master keys are used to initialize the client (e.q.: fconnect/client/initialize)

Status ENABLED v

Scope )

(used with oauth 2.0)

Callback URL ‘cnn

(in 0auth 2.0 this is called redirect_ur)

Environment ‘ALL

N B ]

Sv Service-2 NYNIAY NITHINY OXIN Scope-N NN PTH ToNn DY Nwn phna .2
TPNPIDAND
REGISTER 5y xnon .3

Register a New Client

e i S calen_g12g B g - rCIEOTiS s suczssssily been tegislenst
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wmnv  Client-n X noowya xyon Clients vHan 5y X9 .4

- o X
@ OAuth Manager x  + (-]
< C A Notsecure | 10.9.0.10:8443/0auth/manager/clients?state=manageClients&lookupUser=&isynchToken=e7772996-9945-4918-be85-1ad2f3cd9ee2 - S
2 Apps @ OAuth Manager Reading list
technotomies

) 28
HOM

CLIENTS

Manage Clients

This is an overview of all registered client appiications

Filter search results

Registered By Client Name (app) Organization
4 Prev Next =»
index client ident  name type i by created client_custom action
1 6e338218- Application_apig2g officeg confidential Whatisthe remoteOffice  ssm 2021- m ﬂ m
€9b4-4072-  ovikremoteOfiice app used 08-09
9670- for? 9:15:51
97c24953a806
———— Se—— e —
rLIST KEYS” mnao by sxnoy .5
= o X
@ OAuth Manager x 4+ [~]
& C A Notsecure | 10.9.0.10:8443/0auth/manager/clients?state=clientKeys i A
5 Apps @ OAuth Manager Reading list
> A Broad
CaA 2o .
technologies

List Client Keys

ADD CLIENT KEY
This is an overview of all registered client_key's for the given client application
Filter search results
Created By Environment Client Key Status
‘ | ‘ | ‘ ‘ ENABLED v m
4= Prev Next =
index client_ident client_name client_key secret scope callback environment expiration status created created t
1 6338218- Application_apig2g office g 62338218 96b15756- AppScope  oob ALL 0 ENABLED 2021-  ssm
29b4-4012- ov.il-remoteOfiice £9b4-40f2- decc-4aa3- 08-09
9670- 9670- 9a36- 91551
97c24953a806 97c24953a806  5e075bcc5582

:MIPPYN NYPIL DIVNI9D INAYPY OININ MTYD DX NN NT TONN

1. x-client-id -> client_key
2. x-client-secret -> secret
3. X-scope -> scope
v Secret-n NNY 9N DN NDNIX ,X-scope-) x-client-id mnNnann nx .6
.WhatsApp 5vns ,nnv Tnna aynd
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YT9UN 172 912N NIYIIVIIN NODY .8
JPTIVN P2 OMPY NOIND NN npoon API Gateway-n noayn
NNY OV, PN OUNN DY NPDOPIYAN MAWNN NXOY 1Y NNVPN NPN OXTIVNN P2 NNYPNN
.DYTIVNN 555 OINN DN, PNT HUWNN DY NYIN NPAYN TIT Y¥INN ONMN NNWN
NYIN NPNYN DX02 DY Y 19IRA TIVN DN DIXMPY TIIND TIWN DD MIVIND 1T NNIVPVIIIN
PR3 HUNN MNYI DXTIVNA NIV P NNYPNN NITIN DY 7RI TH MDY NYNT ,)PNHT HUnn Hv
YN TN PN) GUIND TIVNNN DIMPYN D9 NDIND MIVON TNSN TIWND IWIND )T NN
MRYIN NN 07N OAuth-n »»aNmy MNXYIND ORNNA L(TIVND IMNX 510 DY 1T 1D
DOMPYY NYNN
NTIYN 122 NNIVYPN NNINS NYpa . 8.1
951 API GW-n mv 5w VIP-n n2n5 nX NN Nwpa PRt Hwnnd nows N8N Tivnn
(779w 2 N12YNa Rest nynwn 912y 8443 U NY) NNYPNY VNN NN, TIVN

mMava rmHav .9

(33912 NTIAYN NYNNA WINOY MADI Pav 1) CyberArk 1725991 H¥ 9990 MIY NNY MYIIT
AN 0w XA DCA 2oy mpnn .1

.DONAP NTNNY NNNXY DINAP NXOYN NIVD NNN , NPPINONY NIDHN .2

LDNNVIN MY P DXXIP DPIAYN TI,NIWAMPT 1095 XY Ponnn .3

(19992 NTIAYN NDPNNA WINOY MDD PaD ) B2B A8INND 7991 YW NIDIN MIY N3NY MYIHY
ANIND TIWN NRMOPY WIIN DN T HY NN Ny N0 B2B noavn

:TNNXN NV ININRD TIVN D1 Mwannn B2B 2 nmay

TIVN 51 MM »IN50 N5V OTP 2 390 nHap B2B 50195 nviby — MIYOPNRIVYIN NNNN
N2IPN NN NN P AWAR N2 NN NNN L1910 INRY T ONLINE 98Nn

Client oy mn7in ) ,SFTP 5:H9%v119 ooan AGENT mpnn oy nTay — mSmLIN 178N
17182 DINAPN NN (NN PIMVIN DI YD WX controlm) MPHN T80 MM PN N, certificate
TPVMVIN

N8N PT >p72n 172y mnnan »v
AYWIN VNN MADD NHPNY NN PN ,IIND TIVN

:PYNNN NRPN TN DV

7293 nyvap [P namnd 1
Y200 1901M) DN NN, (TPDIINY NIAY) MOV WP WO .2
D990 990101 IIDTY 91N NN, (NMYNINY MY KON OV, 1.1 19010 — NIIYNN H¥ann .3

.192N7N DY .0 PADY ¥ — )NIND D1 MINMILINI ONIND) NN

092DV TN NYNVNY NMNN NTIVN N (NDVPRIVIN NN SMSY H»n Sapn> NHPNN DDA

(MIMOIN)
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